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An Online Network Fingerprint Obfuscation Mechanism Against
Network Reconnaissance
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(Command and Control Engineering College, Army Engineering University of PLA, Nanjing 210007, China)

Abstract: Network fingerprinting detection is a crucial intelligence—gathering step prior to conducting network attacks. However, existing net-
work fingerprint obfuscation techniques, which are typical countermeasures against fingerprint detection activities, still face issues like high
deployment complexity, non—transparency to end systems, and significant impact on network performance. Addressing these concerns, we pro-
pose a packet—based online obfuscation mechanism for resisting network fingerprint detection , named P4FO (P4-based fingerprint obfuscation
mechanism) , leveraging programmable data plane technology. P4FO utilizes the flexible packet processing capabilities of programmable
switches to obfuscate network fingerprint information online in a manner transparent to end systems. Building upon analyzing response rate
characteristics of probing flows, the mechanism implements a two—phase fingerprint obfuscation scheme combining “recognition-reconstruc-
tion”, which integrates capabilities of active probing flow recognition, false fingerprint customization, and online fingerprint obfuscation, and
it can alleviate resource constraints of programmable switches in high—speed network environments. Experiments based on real network traffic
datasets show that P4FO outperforms current mainstream methods in combating network fingerprint detection, offering a more effective solution
for the protection of network device fingerprints.

Key Words: network reconnaissance; network fingerprint obfuscation; network deception defense; programmable protocol-independent

packet processing(P4)

Y #s B #E.2024-03-19

EE£TB: AR aAMAFALH LR A (62172432)

EEBN: THF(1995-), 5 , PEARMAEGE TARKFIREES TRFRM LA, R T @ H ML E 30 TRE AL
(1982-), 8 , W+, PEARMAEHE TR FIGERE S TARFEHR ME42 FI0T FFR T e 4 W% 35 k2
SR S W SR BE M 2 TAH(1978-), B, W+ P AARMKFEEE TEKFIRELH TRPRHAIF, L5 6 MR
BACF A (1980-), B , 4+, PEARMBAEGE LREKRFHRERH IEFRIANKZ MELEFIF, AT O A RNE
PR E &R IRA R LM%, KIGRRAMEE TR KA



- 138 - L QRO |

2024 4

0 35

il

O 245 48 AR 2 — T LAY 118 (O £ A6 5 12, i o g
b R FHIZ 7 0T H AR A B E R 48 T ia AT IR 55 545
B TR E AR A R Bt ) A5 Dy T BT
I 2% 48 SUf B FE 2R 11 A2 S8 8 TCP/P B sk i 7
H AR 22 S, B TP AR A E] (TTL) W1 AR {E  TCP BRIA
Tl RN e BB KF 55 o 7E W 264 SR i 7
Bt RS ] Nmap 45 F2 8400 T A 1] B AR B4 &
A8 ORI 3 4, 5 R pOf A5 8% SR DN T 54341 1 2%
TR RRAE , SR B bR Y S B, VLR B804S £
Hir RGH M B BCEF S BERG B RSB %

BRI SR B0k 3 R R W 28 0 (36— 20 BRAT F A
P, Tt 7 ) P 3 4 2 S P B A0 7 5 R I i) P T 1 1R )
Ve K g5 A

H T A RO T B8 SO BEFEN B T R
I 00 ) JELREL , S Ao 7 19X 24 v SRS il KT ) 2% 45 SURF IR EA T
TR A LA 5 R Rt 3 Sk B X B 48 So A7 i B
9 BRI, X448 SURMIE TR V8 5 BT BR I 4% S AR 1Y
F ¢ G fF U ISR TR SO B S B # I TR L
PRI AR5 15 145 U5 S, TIHE LA KR T2 05 B A 88
IR G R RBGEAT R

SR, A8 S A7 7E — 2 o 3 S8 bl - B
BT T TR BUREIR VB 10 7 1 AR R 28U AR S
7RI A SRR B AR S RGN AL, DL R e DL SR
P 2 PR 58 i A 2 S AR A S I LR e s s B0 s i
Bl M W ) 285 TEUR 0 48 T 7 O 38 SURFAE L AN 2 17 1)
2% H bR R 26 RIS , B0 M B R XE . A Netfilter 24
i), )45 & P LAAE Linux PN AZAE B0 41 DL SE B I 45 45 BUR
W E LG B R 2 4, b BRROCR AR AR . R REH A
Hh, BRI R B H AR 2R 8 1T LAAT AR BRI 5 R ¢
AR S0, (H X R E AR G A = B AT BT IRk, HAF
TF 5 WER Mo B R A XUBS: . 7F 35T OpenFlow A4 72
SCH P 28 PR v JRUAE AT LA et 42 ) - T ) R ) S R
SOIRVE B ZBR T OpenFlow BRI £ 5, Ho ] 25 e it 75 8U4F
TEA R . PR, 3ok SE TR i J7 ¥ ARV AE AT &80, AR A AT #RA
P BEIRIHAE 2 MESE 7 TE A e s Ak .

UTAERE , W] G P A 1 TR R 1 K J Sy N 26 4 BUIR VR
R T A AL o il 3T P4 (Programming Protocol Indepen-
dent Packet Processors ) %5 ] 2 #% 28 44 6 150, ] 4 72 £ 9
STHIHE A X 26 B (AT R AT AR 5 5K 2405 i ft o AE T
SRR T T o, 28 52 B AT LAAR B SO 4047 52 4%
(4 3 LA 32 A 45 08 8003 2 e T BRI (S ke 1
RSB . BRI, 3X — RS Rl ab R RE 7 S O e N 45 48
SUR WG TAERIPE , AT DV X Mo 25 i 48 8047
TEEHE V- T8 A 0 2H i 0 B, DT S5 R T AL TRV 19 28

FREURHIER) A5 .

BT X — JEAR, 4G 00 205 1 Ol 977 10 1) BE AR JEARL 5 ] 2
FEEHE V- T H A AN SO T — ML I 25 48 SR Y 21
TE LR IR WL PAFO (P4-based Fingerprint Obfuscation) , 37
FiLAA] g 7 UL BUR VB M 48 8 805 B, DLRIE TR &L
R SR s AL T 45 o A SCEZTTIRAN T - OFH XS E /8 8l 4R
TR DR 118 o0 265 418 20 £ L THE 6 AU, 44 17— 0 465 48 20 1Y)
B WTR VR JRAE I A R T ] g R 5S4 AL A 2 16 23 2H Ak B
AE 1, AR LA 8 G2 2 W1 1) 7 2SR W P TR U 99 2% 4 80 f
B IR B Y AR SR IAT A 1 B AR s QFE T P4 ] S
RESZHALSE B T ML 48 SLHTR I AL PAFO, PAFO 13 1
R P A R SRR AT G R AS AL I SRR 29 T, 7 4 A
DL 07 R R R AR A AL b B T R — B AR A A
0 265 415 20 P By B IR IR 5 48, S R R sh R i gl L e AR
TR BUE ], A SAELAR BORIE I — 1A, I RE A8 52 A = 8L 1
G P RUR S AR R T o KSR R BT, PAFO fE
HRATE FH 7 7 AR AE LR TR B M 45 38 8UE B A RO Bt Ay
14 I 265 48 LRI A TR o

1 HxIE

HY TR 22 8802 4 T I A OR824 &R e sl
FHMR 55 , ROt Bl B 7E e Mo HbnJa , #4811 H s &
e N RAS FEC E, DAE 2 i — 20 Bl R
W BRI, 0 s SOTRL VA B A 3 et A M 0 45 8 SO
B Mo 2 BRI AT Ry, R S o E R A R IA R . O TR
1Tt B PR ERAE R GeA5 S0, Albanese 257 i ] Linux R 48
AR B Netfilter JUBCHIE 2 TP TCP 15 ¥ S S22 B AH G
F L AR A ARSI . Fan S5 R 2 L
L8 A R T AL S B AR A | PR AR SR AR T %
HEZR , [ B S B T 50 o0 et bl A0 90 2 B 52 1) D R o Lo 257
& Y — Pl MTD 1% WE A 25 5 19 J7 125 LAARAE ) 25 45 20K
W, Bh 25 R 5845 0 e 2 F00 TP M ik, 388 Jin 3 o 35 % PR is 2%
SEIP HbHEAYIFI] . Segofensiva 25OV HY A 4% Ak 48 SUIR
¥ 715 OSfooler, AT LLFE Linux F7 7 52 #E X6 B ML
&SI By I A sh AR R (B R R S Liu 5RET
I S A A5 - T 1) X 245 SR 3 4ok A S T T S B
Fff % DI ge , OR3P ToT WA Z [ 38 15 sz i W ik o 2%
Vg 5 48 2 Ao A 2 i U VR ) 2 A M A B A A
FEAE 35 FE AR 1) 2 G A0 T DA 4 v Al 2 T 4% A 5 AR
MERE . 5 AR AY 2 L Givehchian 25133 i 58 ik 28 % &
) R B 5 S BN S 3 1 2% B F W) BLR R BU IR

SR, RS O A A HR SURIE AH SO 5T (B34 T
R g b, T 5 2 P i L ME LA I g
SIS 24 PRI AR AL, HGT 19 46 38 47 09 PR RE S e 4K, 4
il LA it 72 4t 375 W] 9 7 =X 8 G A T 4 SOIR VB A7) T v 45 22 9k
o ST AR SCER S A R T AT i AR O S TR R



5 1

EMTE KA, T B A R EATE 4 0 28 4 S0 e AR B

© 139 -

S —Fof i 25 G825 WY B 00 28418 SOIR VA AA , LLRDXT R 7 2R
PRI ISR 2 S o B Bk, I L S oo 1 45 B3
AR B PR G 8 W 24 SUE HTR IR RE )

2 ETARBEHETFENMNEIESELRS
HL#) PAFO

WEREOUT, Bods T LR 32 sh 5 1k 8 55 O 2R
W H AR EHLR T8 SUE S 100 9 45 48 SRV W 5 st A=
KR RS SO B, 5 e A R A T R AR A 1R 2
TE B S48 ORI R v, 0 3 1 H bR ALKk 2RI 4
A, ARl BRI i 17 3 2H 4T AR EHLERAE . RiTE g Sh
Fo SCHR M o A P, o o w h MU E AR ML A
%*ﬁé}zﬁﬁa‘ﬁ%&,ﬂﬁﬁﬁ?ﬁkﬁEﬁfmf%ﬁo 5Z Xt

INE, ) £ 48 B0TE £ IRV W) LA 7E 28 0 =8 04 21 1 R 9 A

B, LUARIR SRS B B B . B LS T X — ML A 3
ZIK/EE'\%,H%T‘E"I?X{m{ﬁm%Eﬁ%T;@ﬁT}“H?ﬁ'@ﬁl\%ﬁfﬂ%
Z A F TR W28 5y AL T ¥ 48 U5 B i ol 4 HE
DL IS 1 LS S0 B S EHLRT IR 1 A5 A% 0
BE T I RAE B

SR AR SCHRE S IR ST T — BT N 45 48 SO A 4341
TELIRE MLEI PAFO, AL 45 SR AT R 20 BT L 48 U &
BTG SO S AZ O AL B 2 JBAR T PAFO [ 3R (A48
F o Horp, B EEIAT A A AT 40 32 B AR AR 1 I

-
- databas
‘@ atabase

{//
= Web server
r :

-
=

N

(!

Host

Internet

=
Passive Attacker )

fingerprint database

Fig.1 Network fingerprint detection and obfuscation mechanism
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Fig.2 P4FO network fingerprint obfuscation architecture
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Fig.3 P4FO network fingerprint obfuscation logic
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Fig.4 Data plane processing logic
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Fig. 5 Nmap probe flow response rate statistics
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Fig. 6 Handling probing packets with different response rates
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Fig.7 Probe flow storage table based on Bloom filter
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